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(3)The first peal for this dissertation was struck in June 2012 when I discussed my post-
 graduate studies in technology with Raimo Kantola. He suggested that the topical
 issue of website blocking might be interesting as I could apply both technical and legal
 expertise. Indeed, I wrote a technical licentiate thesis in 2012 but persisted with the
 legal perspective. This is the result.


I would like to thank my supervisor Taina Pihlajarinne, who has been very support-
 ive and has given feedback throughout the project, even in the midst of not one, but
 two, maternity leaves. That is a feat – especially in a project that lasted for about two
 years. The preliminary examiners Marcus Norrgård and Tuomas Mylly also deserve
 credit for their feedback and prior contributions which have been inspirational for my
 research. I also thank Marcus for agreeing to act as my opponent. Other key people are
 acknowledged in the articles. Nonetheless, a few highlights are appropriate. Tapani
 Lohi has always given exceptional feedback and guidance even on subjects outside his
 field of research; such generosity cannot be witnessed in silence. Martin Husovec has
 been a most insightful international correspondent. Numerous discussions with Panu
 Minkkinen and Raimo Siltala provided insights into the methodology and structure of
 research. And, again, without Raimo Kantola I would not have written a dissertation –
 at least on this topic, and certainly not on intellectual property. Finally, colleagues,
 friends, and family have also been important. You know who you are.


This dissertation has been supported by a research grant from Jenny and Antti
 Wihuri Foundation and language verification and publication grants from Finnish
 Lawyers’ Society and University of Helsinki. University of Helsinki has also provided
 facilities during my research leave. Roschier Attorneys Ltd supported my master’s
 thesis, which influenced the approach in this study. CSC-IT Center for Science Ltd,
 which has employed me for the last 15 years, has also always been supportive.


Now, a concluding (or an initial) thought, as inspired by Ronald Dworkin:


The courts are the capitals of law’s empire, and judges are its princes,
 but not its seers and prophets. It falls to philosophers, if they are willing,
 to work out law’s ambitions for itself, the purer form of law within and
 beyond the law we have.


The focus on both legal policy and seeking the best interpretation of law has been
 both a doctrinal and philosophical journey. I have sought a better future than the
 one offered by a legal realist looking merely at the majority of national case law. The
 pursuit of this ‘law’s dream’ has been one driving force in this study. I hope it comes
 true and you like the prospect.


With these reflections while training on the bench in the District Court of Helsinki,
 9 March 2015


Pekka Savola
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(5)This article-based dissertation examines the involuntary role of Internet connectivity
 providers in copyright enforcement in the EU, and in particular injunctions ordering
 user-end providers to block access to websites facilitating infringement. The main
 method is doctrinal legal scholarship supplemented by a socio-legal study of legal
 policy, seeking answers to the ‘why’ questions underlying the law.


Copyright enforcement measures using providers include website blocking, dis-
 connecting the website or the user, subscriber information disclosure, and notice or
 graduated response mechanisms. There are also dozens of other options for enforce-
 ment, and the IPR holder may select the optimal one(s). In international settings,
 this can be further optimised by the choice of jurisdiction, the applicable law, and
 characterisation of the infringement. These provide opportunities for ‘gaming the
 system’.


Enforcement proceedings are problematic because typically only the copyright
 holder and possibly the provider are represented in court. Nobody is responsible for
 arguing for the users or website operators. The court should take their interests into
 account on its own motion. Unfortunately, many courts have not yet recognised this
 responsibility. Even this dual role as both the defender of unrepresented parties and
 judge is less than ideal and improvement is called for.


All the enforcement mechanisms must be compatible with EU fundamental rights,
 as well as the national ones. A proportionality evaluation procedure is suggested,
 consisting of identifying the context, the interests of different parties, and applicable
 principles as well as formulating the evaluation criteria and applying them in a
 proportionality test. In the test, the legitimacy of the objective, suitability for the
 purpose, necessity and balancing need to be critically assessed. The underlying goal of
 copyright enforcement has implications for how the scale tilts. Ineffective enforcement
 mechanisms can be more easily accepted if the goal of symbolic, educational or
 politically motivated enforcement is deemed legitimate. However, if the goal is to
 decrease the impact of infringement, greater efficiency and economically quantifiable
 results may be required. A proportionate mechanism does not necessarily exist in any
 particular case.


Current enforcement legislation is a product of heavy lobbying by the copyright
 industry. This has led to the legislators being inundated with copyright ideology and
 proprietarian bias. In consequence, the legislation fails to take the more general
 public policy interests and the rights of others into account adequately. The pressure
 is on rationalising rather than expanding the role of connectivity providers. This
 background context also calls for a critical approach to interpreting the law. Such
 an approach might help in achieving more rational and balanced justifications and
 conclusions.
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(29)
Introduction


As the importance of the Internet has grown, there has also been an increasing
 tendency to oblige intermediaries to perform web filtering and aid in enforcing public
 policies and the rights of other persons. This has concerned intellectual property rights
 infringement, defamation, gambling, extremism, child abuse, and other objectionable
 content. The targeted intermediaries have been, inter alia, social media networking
 services, auction websites, search engines, and hosting and connectivity providers.1


Since intermediaries are typically faultless third parties with respect to the dispute
 between right holders and infringers, passive or neutral intermediaries are generally
 exempt from liability within varying constraints.2 To balance the lack of liability,
 a court may issue an injunction stopping or preventing a specific infringement.3


1 See eg Patrick Van Eecke, ‘Online service providers and liability: A plea for a balanced approach’


(2011) 48 CMLR 1455, 1461, 1497–1501; Uta Kohl, ‘The rise and rise of online intermediaries in
 the governance of the Internet and beyond – connectivity intermediaries’ (2012) 26 IRLCT 185,
 192–93, 200. See also Arno Lodder and Nicole van der Meulen, ‘Evaluation of the Role of Access
 Providers: Discussion of Dutch Pirate Bay Case Law and Introducing Principles on Directness,
 Effectiveness, Costs, Relevance, and Time’ (2013) 4 JIPITEC 130, paras 3, 5, 10, 57; Etienne
 Montero and Quentin van Enis, ‘Enabling freedom of expression in light of filtering measures
 imposed on Internet intermediaries: Squaring the circle?’ (2011) 27 CLSR 21, 22; OECD,The Role
 of Internet Intermediaries in Advancing Public Policy Objectives: Forging partnerships for advancing
 policy objectives for the Internet economy, part II (DSTI/ICCP(2010)11/FINAL, 2011) 30–84;


UNESCO,Fostering Freedom Online: The Role of Internet Intermediaries(2015) 19–25; Intellectual
 Property Office, ‘International Comparison of Approaches to Online Copyright Infringement:


Final Report’ (9 February 2015)hhttps://www.gov.uk/government/publications/international-
 comparison-of-approaches-to-online-copyright-enforcementi15–16.


2 Martin Husovec, ‘Injunctions against Innocent Third Parties: The Case of Website Blocking’ (2013)
 4 JIPITEC 116, paras 1, 18, 24; Søren Sandfeld Jacobsen and Clement Salung Petersen, ‘Injunctions
 against mere conduit of information protected by copyright: A Scandinavian perspective’ (2011)
 42 IIC 151; Kohl (n1) 191; Lucas Feiler, ‘Website Blocking Injunctions under EU and U.S. Copyright
 Law – Slow Death of the Global Internet or Emergence of the Rule of National Copyright Law?’


[2012] TTLF Working Papers 13, 45–46. On different models of intermediary liability, see UNESCO
 (n1) 40–43; Urs Gasser and Wolfgang Schulz,Governance of Online Intermediaries: Observations
 From a Series of National Case Studies (The Berkman Center for Internet & Society Research
 Publication Series 2015-5, 2015) 4–6.


3 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain
 legal aspects of information society services, in particular electronic commerce, in the Internal
 Market [2000] OJ L178/1, Arts 12–15. See also Van Eecke (n1) 1464.


1



(30)The motivation for retaining some degree of actionability has been that the service
 provider may be best placed to bring such infringing activities to an end.4 Further,
 intermediaries may be irresistible from the regulatory perspective, because the in-
 fringers may be too numerous or anonymous, or be located in other jurisdictions
 beyond the reach of the legislator.5 On the other hand, broad liability for activities
 that intermediaries cannot and need not control or monitor would result, inter alia, in
 stifling of innovation, preventive censorship, and increased operating costs.6


IPR holders thus desire to leverage third parties in mitigating the infringement of
 their rights. On the other hand, third parties want to avoid or limit such obligations,
 which would also often be carried out at their own expense. In addition, user interests
 in freedom of information and data protection are affected, and the rights of operators
 of allegedly infringing services or innocent by-standing operators who are harmed
 as collateral damage are also impacted. Beyond each of these, one can also identify
 divergent public policy interests. This dilemma of finding balanced solutions in the
 face of these conflicting rights forms the crux of the examination in this study.


This is an academic dissertation consisting of peer-reviewed publications and this
 overview. The overview provides an analytical introduction, discussion and conclu-
 sions in a forward-looking manner from selected perspectives. The six articles are
 briefly summarised in Chapter4. The approach has varied from from traditional doctri-
 nal legal scholarship to socio-legal studies. Constitutional evaluation of fundamental
 rights aspects has also been important.


This study is structured as follows. In Chapter 2 the objective and scope are
 formulated. The methods, sources, and material, and research process questions are
 also addressed. Chapter3describes the theoretical and practical foundations of this
 study, including intermediaries as copyright enforcers, the impact of EU law and the
 ECHR, the interests at stake, IPR enforcement principles, and the proportionality
 evaluation procedure as a whole as a summary. Chapter4 summarises the original
 publications, in particular the key results, and analyses and develops further the
 findings based on the foundations of the previous chapter. Chapter 5concludes this
 study.


4 See Recital 59 of Directive 2001/29/EC of the European Parliament and of the Council of 22 May
 2001 on the harmonisation of certain aspects of copyright and related rights in the information
 society [2001] OJ L167/10.


5 This also allows enforcement of local policies on foreign sites. See Kohl (n1) 186, 190–91, 193;


Husovec, ‘Injunctions against Innocent Third Parties’ (n2) para 25; Feiler (n2) 71–74; Jack
 Goldsmith and Tim Wu,Who Controls the Internet? Illusions of a Borderless World(OUP 2006)
 65–85.


6 Van Eecke (n1) 1465; Kohl (n1) 191; Montero and van Enis (n1) 28–29; Martin Senftleben,


‘Breathing Space for Cloud-Based Business Models: Exploring the Matrix of Copyright Limitations,
Safe Harbours and Injunctions’ (2013) 4 JIPITEC 87, para 6; Marianne Levin, ‘A Balanced
Approach on Online Enforcement of Copyrights’ in Johan Axhamn (ed),Copyright in a Borderless
Online Environment(Norstedts Juridik 2012) 152.
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