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1  Introduction - From the COVID-19 to a Cyber-COVID? 


The writing of this thesis takes place during very exceptional times. Coronavirus 
 disease 2019 (later COVID-19) crisis has turned our lives upside down during the year 
 2020 in an unpredictable way. Uncertainty of the business continuity followed by 
 massive unemployment has set our society face to face with a new reality. For those, 
 whose employment has not been endangered, this crisis has demostrated that the 
 old structures and ways of working can be challenged. Working on site at the office  
 is no longer a requirement, the workplace can be as well one’s home. During the 
 crisis people has become highly dependent of internet and digital services. The 
 future will show if this is the new normal. 


From the cyber security perspective this new setup requires more focus on the 
 securing the remote work and assuring that the employees are respecting the 
 company’s information security policies while working. Managers have an 
 increasingly significant role in such an exceptional situation, and emotional 
 intelligence is needed to detect as early as possible the potential deviations. 


After closing the office door, we all tranform ourselves from employees to private 
 individuals. But have this transformation really taken place each morning the other 
 way round since many of us we have been working from home having to take care of 
 the children alongside the working duties? 


Before the crisis, the household´s preparedness was faint. If we ask now if the people 
 are more prepaired to face such a containment again, the answer would be yes. Yes, 
 we are prepared and have enough emergency supplies to stay at again home for 
 several weeks. 


According to Kunnaskari and Peltonen (2018) Finns are resilient and willing to help 
 one another in crisis situations like prolonged energy outages. From this point of 
 view we have essential conditions in place to tolerate crisis. (57.) 


During the crisis white hat hackers united their forces to collaborate and protect free 
 of charge, especially the health care sector (Kyber VPK n.d.). This was a good 


example of how in such an exceptional situation people come to together and unify 
their forces for the common good. 



(11)Since Ukraine cyber security attacks, major cyber security incidents have been 
 avoided in the energy sector. The cyber threats are constantly evolving like the 
 COVID-19 virus. How will the future change the situation? 


Due to the COVID-19 crisis several small and medium size enterprises in all sectors 
 have met problems while big multinational companies gain profit from the crisis 
 (Financial Times 2020). The impact of the crisis on the cyber security service and 
 consultancy companies has not been under much discussion. Does the crisis affect 
 the cyber security sector, how did the cyber security companies manage the crisis, 
 and would there be a drop or an increased demand in cyber security services and 
 consultancy now or soon? Did smaller cyber security companies lose their customers 
 or was there an increased demand for cyber security services? The impact of the 
 crisis on the cyber security sector at the national level is not covered in this thesis 
 since observations during longer periods are needed. Will this crisis endanger, or will 
 it increase the national cyber security level, the results will be known in the future? 


The COVID-19 crisis is a good example of unforeseen changes in which our society 
 should be prepared to and be flexible. 



1.1  Research Questions and Approach 


The background of this thesis is the existing implementation of ISO/IEC 27001:2013 
 certified information security management system (later ISMS) of the commissioner 
 Elenia Verkko Oyj. With a certified ISMS and a first three-year cyber security 


roadmap already implemented, the future of the cyber security development for a 
 distribution system operator (later DSO) should be thoughtfully planned. Basic 
 elements of cyber security have already been implemented including cyber security 
 governance, cyber strategy, and regulatory requirements. 


The aim of this thesis is divided in two goals. First aim is to look in the future which 
are the possible visions of the cyber security of the electricity distribution. What kind 
of world awaits us and how should we be prepared?  The second aim is to study the 
actual cyber security requirements of the distribution system operators. What is 
required today and what is a reasonable level? The results of the thesis provide the 
commissioner with visions of probable futures and a basis to be implemented in the 



(12)continuous development of the thesis’ commissioner´s cyber security management 
 in form of cyber security roadmap proposal.  


Thesis do not cover the General Data Protection Regulation requirements (later 
 GDPR), information security management system (later ISMS) theory, nor 


implementation of an ISMS but instead concentrates on the continous development 
 requirements: the longterm cyber security roadmap. We should be prepared  to 
 counter the future threats and make the the right choices to confront what is yet to 
 come in the continuously evolving world. 


This thesis goes through the European and Finnish guidelines and regulations applied 
 to electricity distribution. Also, the trends and threats from European and Finnish 
 sources are presented to give the most correct situational picture. 


The research questions of this thesis are: 


1.  What is the meaning of cyber security in the electricity distribution business 
 in the future? 


2.  What is the reasonable level of cyber security for a DSO? 


The research questions are answered using both qualitative and quantitative 
 research methods. The answers to the first research question will be given using 
 content analysis of the theoretical background, interviews, and a Delphi panel. The 
 second research question is answered based on the analysis of the regulation and 
 legislative requirements set to DSOs including the results of the Delphi panel. 


Elenia´s strategic goals are defined for the next five years. A three-year plan to 


achieve strategic aims is defined but predicting beyond the near future is challenging. 


The energy sector and cyber security are both rapidly evolving. Due to this constant 
 evolution, the cyber security threats which will be encountered during the 


forthcoming years, can´t be predicted without anticipation. The Delphi method is 
perfect to study a phenomenon which is not yet known and can have diverse 
manifestations. 
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1.2  Structure of the Thesis 


First part of the thesis introduces the commissioner including commissioner’s ISMS 
 and cyber security strategy. Reseach methods of the thesis are presented followed 
 by the previous studies and the key concepts. The changes of the energy sector are 
 described next and emphasized to give the reader a good understanding of the 
 disruption which has started to occur in the DSO’s business. The fifth chapter 
 describes the societal meaning of the energy including the prospects which can be 
 seen today. The fifth chapter also gives insights to actual smart grid risk landscape 
 and introduces probable futures in form of security of supply scenarios. 


Before the actual research conduction, chapter six presents cyber security trends, 
 threats, and risks which will be incorporated in the evaluation of the changing 
 landscape. The trends are collected from several sources including global risk 
 landscape, reports of Finnish authorities and global cyber security suppliers. The 
 future megatrends according to Finnish Innovation Fund Sitra will be presented. 


The theoretical background continues in the chapter seven and introduces the 
 Finnish cyber security strategy and the national and international regulation of the 
 DSO´s. The theoretical background is followed by the research and the research 
 results in chapters eight and nine. Finally, the conclusions and recommendations for 
 future research are given. 



1.3  Elenia 


The commissioner of this thesis is Elenia Verkko Oyj. Elenia Verkko Oyj is part of the 
Elenia Group. Elenia Verkko Oyj is the second largest DSO in Finland supplying 
services to 430 000 customers in Central Finland, Kanta-Häme, Pirkanmaa, Päijät-
Häme and South and North Ostrobothnia. Services consist of connecting new 
customers to the electricity network, supplying the customers with electric power, 
ensuring the electricity network operations including maintenance and safety with 
appropriate investments, monitoring the operations of the electricity network, 
handling the outages and serving customers with information, metering electricity 
consumption and providing the hourly data to customers and power vendors, 



(14)enabling efficient electricity market and power vendor changes, invoicing customers 
 and developing smart grid and e-services. (Elenia n.d.a.) 


1.3.1  Cyber Environment of Elenia 


Figure 1 presents the various stakeholders who together make up the cyber 


environment of Elenia. Elenia is a group of companies working in close collaboration 
 with their partners and the electricity market parties. The partners are performing 
 the maintenance, construction, and outage handling of the electricity network in the 
 field. To manage field operations, efficiently functioning material handling, work 
 order management and coordination are vital. Information system providers are also 
 in a significant role in the functioning of the system. The consumer and enterprise 
 customers are naturally the most important stakeholder groups. In the third 
 stakeholder perimeter are the authorities, municipalities, shareholders, investors, 
 landowners, media, job applicants, students, and the sub-contractors of all partners. 


As one can see, the cyber environment is composed of several stakeholders which is 
 important to understand when defining the cyber security roadmap. 


Figure 1. Elenia´s Stakeholders (Elenia n.d.b.) 
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Elenia is a provider of essential services, which sets requirements to ensure the 
 electricity supply in normal and exceptional circumstances. The criticality of the 
 electricity sets requirements and responsibilities also for information and cyber 
 security. The continuity of the operations is assured by effective cyber security 
 management. (Elenia 2019a.) 


Elenia’s cyber strategy is Elenia group wide and is based on business strategies. The 
 cyber security strategy was published in 2019. Elenia’s strategy states the importance 
 of cyber security which is ensured by a separate cyber security roadmap. (Ibid.) 
 The strategy emphasizes the security of supply as being the primary concern in 
 normal and exceptional conditions. The following strategic aims are the core of the 
 strategy: 


•  Proactively reduce the probability of a cyber security incident 


•  Handle the possible incidents and exceptional circumstances to minimize the 
 business impact of the incident 


•  Secure the uninterrupted functioning of vital information networks and 
 systems 


•  Prevent data loss and unauthorised use of information, information 
 networks and systems 


•  Establish information security practices as modus operandi for the entire 
 company (Elenia 2019a.) 


In addition to the aims, there are four strategic alignments. These alignments are 
 cyber security of business operations, security of supply, partnership management 
 and security of personnel. Business operations emphasize enabling business 


development and digitalization. Enterprise architecture must include cyber security 
 and the design, implementation and continuous operations should include cyber 
 security. Cyber security is linked to enterprise risk management and external 
 competence and partnerships are used to audit the cyber security implementation. 


Security of supply aligns the importance of automation and IoT as the primary areas 
 of cyber security. Partnerships are in a significant role in business operations and the 
 cyber security knowledge and awareness of the partners must be assured. Security of 
 the personnel highlights the importance of the knowledge and awareness of 


employees. Employees should have the necessary competence in assuring the cyber 



(16)security of the complex systems both in the business operations and in business 
 development. Strategy emphasises that the information security is handled 
 according to the ISO/IEC 27001 standard and the company is compliant with the 
 general data protection requirements. (Ibid.) 


For the creation of the first cyber security roadmap, a gap analysis based on several 
 information security frameworks and best practices was carried out in 2018. Based 
 on the gap analysis, a roadmap was created consisting of ten different development 
 areas which were 


•  Cybersecurity strategy and governance model, 


•  Data security and data processing, 


•  System and network security, 


•  Third party security, 


•  Security event monitoring and threat mapping, 


•  Business continuity and incident management, 


•  End-User device management, 


•  Physical security and 


•  Identity & access management. (Ibid.) 


1.3.3  Elenia’s Information Security Management System 


Elenia’s management has decided to implement and certify an information security 
 management system in compliance with the ISO/IEC 27001:2013 standard. The 
 decision was taken after the electricity market act was updated with the 


requirements of the directive on security of network and information systems (later 
 NIS directive). 


According to the NIS directive (Directive (EU) 2016/1148), a DSO must ensure the risk 
management of the networks and information systems they are using. Electricity 
market act (L 9.8.2013/588, 28 §, 29 a §) also requires the compliance with the 
requirements of the security of supply, according to which cyber security must be 
continuously and systematically monitored and developed, the risk management 
methodology documented and described as a part of a mandatory preparedness 
plan. The ISO/IEC 27001 standard has been chosen for Elenia’s ISMS framework since 
it is a globally recognised information security management system standard. 



(17)The scope of Elenia’s information security management system includes the people, 
 information systems, processes and the services provided by Elenia group's 


electricity distribution, energy supply, energy sector customer service solutions, 
 project management, construction, partner management and group services. 


Physical office locations are included in the ISMS scope. (Elenia 2019b.) 
 The ISO/IEC 27001 standard requires continuous development of ISMS. The 
 compliance is audited by an external accredited body on a yearly basis and the 
 recertification takes place every third year. ISMS is part of Elenia’s certified 
 management systems. The other relevant certified management systems are 


electricity network management ISO 55001, electricity network management PAS 55, 
 occupational health and safety management system OHSAS 18001 and 


environmental management system ISO 14001. Management systems assure quality 
 and provide a solid foundation in Elenia’s business. Elenia fulfilled the ISO/IEC 


27001:2013 standard’s requirements in March 2020 and received the ISO/IEC 
 27001:2013 certificate in April 2020. 



2  Research Methods 


To study the importance of cyber security in electricity distribution it is crucial to 
 understand the actual business environment and the forthcoming changes which 
 may affect the sector. When the landscape and relevant topics of the future are 
 known, the importance of cyber security and the required actions can be decided.  


The theoretical background of the thesis consists of the future landscape of 
electricity distribution supplemented by trends, threats, and risks gathered from 
different sector specific publications, security of supply and cyber security articles, 
studies, and journals. As described in Figure 2, a content analysis and synthesis of 
DSOs changing business environment and the most important change drivers is made 
using PESTLE analysis tool to highlight the most relevant topics under each PESTLE 
factor. Two individual semi-structured interviews (N=2) will be conducted to 
evaluate the PESTLE results against the opinions of specialists from the energy 
sector. Based on the interviews, Delphi panel scenarios will be created using content 
analysis. Interest group and specialists of both the cyber security and energy sector 



(18)specific cyber security representatives will be invited to answer Delphi panel (N=22) 
 questions anonymously to collect meaningful arguments from the panellists. The 
 answers of the panel will be analysed and a proposal for the cyber security roadmap 
 for the thesis´ commissioner will be given using content analysis combined with 
 quantitative answers to the Delphi questions. A combination of research methods is 
 chosen to guarantee the reliability of the research. 


Figure 2. Thesis’ Process, Research Part Emphasized 


In this chapter the research methods of the thesis are presented. Mixed method is 
 used. The conduction of the research is described in chapter 8. 



2.1  Mixed Method 


Both qualitative and quantitative methods are used. The qualitative methods are 
 emphasized, quantitative analysis is used in Delphi panel questionnaire reporting. 


According to Creswell (2009), after Tuomi and Sarajärvi (2018), a research combining 
the two methods is called a mixed method research. Using both methods together is 
fertile and is assuring that the factors which may be missed with the use of only 
method, are covered. (Tuomi & Sarajärvi 2018, 56–58.) The use of quantitative 



(19)analysis together with qualitative analysis of the interview responses and Delphi 
 panel results will give reliable recommendations. 


According to Valli and Aarnos (2018) when planning for the data collection, the 
 methods should be selected in a way that the results enable an analysis and 
 examination of both the larger context and individual cases. The reliability of the 
 collected data is important, how well the collected data stands for and covers the 
 research topic, could it be transposed to another similar target group. The data 
 should be collected so that general conclusions can be made. In quantitative method 
 the majority is important, with qualitative methods the analysis of the researcher is 
 the key. (22–24.)  


The collection of the data differs in the quantitative and qualitative methods. 


Qualitative methods include interview, survey, observations, and data collection 
 from different documentation. These collection methods can be used alone or 
 combined depending on the available resources for the research. (Tuomi & Sarajärvi 
 2018, 62.) In this thesis three different methods are used: data collection from the 
 theoretical background using PESTLE analysis for initial topics, interview to validate 
 and evaluate the initial topics and thirdly a single round Delphi panel. Qualitative 
 research method perfectly suits the needs to collect and highlight the opinions of the 
 experts in the field of study. 


2.1.1  PESTLE Analysis 


PESTLE analysis is a tool to understand the political, economic, sociocultural, 
 technological, legal, and environmental aspects which could be either disrupting or 
 creating opportunities. PESTLE is a mnemonic of the first letters of each of these 
 issues. The changes of the future will affect us, the question is how. The PESTLE 
 model helps in framing the subject, asking, and answering the right questions to 
 analyse the possible outcomes of the changes. (Warner 2010, 27–29.) 


A lot of information sources can be found about trends and threats. This information 
needs to be structured to be useful and exploitable in research. In the PESTLE model, 
the information is approached from six different environments. P as political are the 
political changes expected to affect the sector of the research. The E as economic 



(20)incorporates the economic issues. The S like socio-cultural changes include the 
 changing values, beliefs, and demographic structures. T like technologies which can 
 influence the future of the sector. L stands for legal and regulatory changes and 
 finally E for environmental trends. In addition to the identification and description of 
 the trends, they must be analysed, why and how each trend matters. (ibid., 29–39.) 
 2.1.2  Content Analysis 


Content analysis can be used as a single method but also as a theoretical framework. 


Downe-Wambolt (1992), referenced by Bengtsson (2016), describes the content 
 analysis as being an objective and systematic way to make sound conclusions from 
 written, visual, or verbal data to depict a specific phenomenon. When planning the 
 research, the credibility and logicality of the content analysis decisions must be 
 considered. 


According to Tuomi & Sarajärvi (2018, 78–89.)  it is important to carefully select the 
 data meaningful for the research. Essential is to make clear what is wanted to be 
 found out, how and from whom and select an adequate number of informants to 
 answer the research questions to obtain confident results. The usual number of 
 informants is 1 to 30. The informants must be made aware of the confidentially and 
 the voluntariness of the study including the possibility to withdraw their participation 
 and data during the process. (Bengtsson 2016.) 


Usually there are several interesting findings which come up from the collected data 
 and the researcher must narrow and choose the meaningful content. According to 
 Tuomi & Sarajärvi (2018) the analysis can be divided in four parts; first decide the 
 meaningful content, secondly select the content, and separate it from the rest of the 
 data, thirdly classify, create themes of typify the data and finally make an analysis. 


Usually the classifying, creating types or themes are erroneously mistaken to be the 
 analysis. The data classification can be used as a qualitative analysis if the content is 
 classified, and the number of occurrences is counted. (Tuomi & Sarajärvi 2018, 87–


89.) 


As described in the data analysis process presented in Figure 3, the researcher should 
read the collected data through to understand the sense. Then the data can be 



(21)separated into smaller units called meaning units. Each separate meaning unit is 
 coded. (Berg 2001; referenced by Bengtsson 2016.) Inductively created codes and 
 inductive reasoning are the process of developing conclusions from the data and 
 combining it with the theory. Codes are created during the analysis to answer the 
 research questions. Inductively created codes can change during the process 
 whereas deductively created codes are defined before the analysis and remain the 
 same. To assure the reliability during the process, coding should be performed 
 repeatedly according to Downe-Wambolt (1992) referenced by Bengtsson (2016). 


When the meaning units are identified, they are condensed to identify categories. 


Condensation means that the number of words of each meaning unit is reduced 
 without losing the meaning. This process is needed if the data is collected from an 
 interview and latent analysis is used. Manifest analysis means that the researcher 
 uses the words of the informants, and references to the text are made. (Burnard 
 1991; referenced by Bengtsson 2016.)  


Figure 3. Data Analysis process in Content Analysis (Bengtsson 2016.) 



(22)Validity of the qualitative study means that the same results would have been 
 obtained if the same study was conducted by another researcher (Morse and 
 Richards 2002; referenced by Bengtsson 2016). Different researchers may obtain 
 different conclusions. To validate the results, another researcher could make the 
 same analysis and the results could be discussed. This triangulation can also be 
 performed by using different informants in the data collection to confirm the results 
 (Denzin 1978, referenced by Tuomi & Sarajärvi 2018, 124). 


The data collection in this research comprises several phases. The first phase is the 
 theoretical background and the analysis of it using the PESTLE method. Interview of 
 two experts is followed to confirm and validate the findings of the PESTLE analysis. 


Interviews are transcribed and analysed using inductive categorization process 
 meaning the categories were created during the process and not before the study as 
 in a deductive categorization process. Inductively created codes changed during the 
 thesis process and different categorization is used in interview and Delphi panel 
 analysis. Manifest analysis is used meaning that the analysis of the data is done by 
 describing what has been said, what is obvious and visible, the opinions of the 
 panellists are referred to in the analysis of the Delphi panel. Latent analysis is the 
 other possibility to analyse the data. In latent analysis the underlying meaning of the 
 data are searched. (Berg 2001; Catanzaro 1988; and Downe-Wambolt 1992; 


referenced by Bengtsson 2016.)
 2.1.3  Semi-structured Interview 


Interview is a flexible data collection method. The interviewer can clarify, repeat the 
 questions, and have a dialog with the interviewee so that each question is answered, 
 and the purpose of the interview fulfilled. Compared to a questionnaire sent by email 
 or in paper form, in the interview the questions can be presented in different order 
 to collect a largest amount of information concerning the topic. For ethical reasons 
 and for a successful interview, the questions or at least the topics of the interview 
 should be sent in advance to the interviewees. During the interview observations can 
 also be made covering not only what has been said but also how it was said. 


Interviews are time consuming and so costly which is a weakness of this data 
collection method. (Tuomi & Sarajärvi 2018, 62.)  



(23)Semi-structured interview emphasizes interviewees interpretations, meanings and 
 how the meanings are formed. Semi-structured interviews have predefined themes, 
 and more questions can be asked to deepen the answer. The relevance originates 
 from interaction. (Tuomi & Sarajärvi 2018, 65.)  


Interview is used in this research as data collection method to validate and evaluate 
 the topics selected by the researcher from the theorical background with PESTLE 
 analysis. Observation is not part of the interviews, only what is said is meaningful in 
 this study. 



2.2  The Delphi Method 


According to Rubin (n.d.) the purpose of forecasting the future is to broaden the 
 variety of the future choices and give a meaning to todays´ choices. Each choice is 
 dependent on the past choices. Our choices are connected to the available 


knowledge about the past and about the future. Knowledge is based on history, 
 values, culture, the prevailing conditions, nature, and the individual experiences of 
 each person. 


The best potential future can be achieved when the possible choices, both the 
 positive and negative ones, are recognised and when their likelihood is studied. Even 
 though the future is the sum of the past and of future choices, it is unpredictable. We 
 can have a vision of what lies ahead, the possible futures. The future is not 


predetermined, we can lead our way in a direction if we have identified possible 
 paths. For that reason, it is important to know the possibilities, what is likely and 
 what is desirable. (ibid.) 


The Delphi method is named after a Greek place called Delphi. The name Delphi 
 derives from the word dolphin. The son of Zeus, Apollo, was the ruler of Delphi. 


Apollo was famous everywhere in Greece due to his beauty and the ability to foresee 
 the future. Apollo disguised himself in the form of a dolphin to attract the first 


oracles to Delphi. This is the reason the place was named Delphi. The first oracles 
were sailors. The futurists are seen today as the sailors and oracles of Delphi. Delphi 
became the centre of the future in the antique Greece where Apollo´s predictions 
were transmitted by the oracles interpreted by the priests. (Kuusi n.d.) 



(24)After Kuusi (n.d.) the Delphi method was first used in the United States in the 1950´ 


for military purposes. This technique consists of collecting the positions and opinions 
 of specialists to find possible futures. These specialists are the oracles of today. The 
 Delphi method can have various interpretations from a single survey to a committee.  


The Delphi method is good for bringing values, new viewpoints, and ideas to planning 
 and decision making. This method could also be used if the research is undetermined 
 and requires an approach based on multiple research methods. Delphi method is 
 usually applied with other research methods such as cross-effect analysis or scenario 
 creation Kuusi (n.d.) continues. The success of the study is dependent on how well 
 the subject and the research are defined. 


Delphi method is a research technique where a group of selected specialists are 
 answering questions in a controlled interactive process. The answers form 


information about the phenomenon of the research. The specialists are representing 
 widely the knowledge about the research topic. All the answers and comments are 
 anonymous which enables free, authentic, and varied communication and removes 
 limitations which occur in face-to-face discussions. The social status, job or expertise 
 of the panellist is not affecting the opinions of others when all dialogue is 


anonymous. There is no pressure of losing face in anonymous answers. (Linturi 
 2020.) 


According to Hiltunen (2012) a typical study using the Delphi method consists of the 
 following phases:  


•  Defining the research questions and the aim of the study 


•  Defining the research team for conducting the study 


•  Selecting the specialists and composing the panel for the survey 


•  Developing the survey questionnaire for the first round of the survey 


•  Conducting the first phase of the survey with a written questionnaire or by 
 interviews 


•  Analysis of the answers of the first phase 


•  Developing the survey questionnaire for the second round of the survey 


•  Conducting the second round of the survey and analysing the results 


•  Reporting the results of the study 


The difference between a survey and Delphi method is iterative process. A survey is 
collecting information once whereas in Delphi the feedback is directed back to the 
panellists to guide the panellist to argument again over their choices and comments. 



(25)The process is like a dialog where different opinions are presented and discussed 
 without juxtaposition. The formation of the information is creating the basement for 
 a possible next Delphi round. The number of rounds in a panel depends on the 
 available resources and aims of the research. Catalyst of the Delphi round is Delphi 
 manager. Manager is responsible for composition of the panel, questions and 
 motivating the panellists. Manager should not manipulate the results while 
 conducting the panel. (Linturi 2020.) 


Expertise connects to interest. Therefore, it is important to select the panellist 
 carefully and include generalists and dissidents to the panel to challenge the experts 
 to give ground for new yet unknown occurrences, social structures, and technologies. 


The aim of the Delphi process is not only collecting information about the research 
 topic but also producing information. (Ibid.) In argumentative Delphi the purpose is 
 not to foresee a certain future but to discover specialist’s thinking and assumptions. 


Delphi method requires also explaining reasons behind the assumptions and 


opinions. This argumented information is useful in decision making. It is typical that 
 panellists’ subjective opinions change during the Delphi process and the process can 
 be a learning event to the panellists. (Linturi n.d.) 


The Delphi method is widely used when forecasting the future, especially in finding 
 the possibilities of technological advancements. Finnish parliament’s committee of 
 the future has ordered several studies where Delphi method was chosen. One of the 
 centres of Delphi in Finland is in Mikkeli called Otavan opisto, which is organizing an 
 education in form of workshop and individual guidance on how to apply the method. 


This research community is concentrating on the internet-based Delphi applications. 


Hiltunen (2012, 208–212.) During the thesis process the author has taken part in this 
 education and used eDelphi online application to organise the Delphi-panel. The 
 eDelphi online tool is flexible and easy to use with comprehensive instructions. The 
 reporting is included in the tool and is used when reporting the results of the panel. 


More information about the tool can be found on the tool’s homepage. Individual 
 guidance and workshops of the education is also used in the Delphi-process. 


Delphi method is useful when finding possible futures. Therefore, this method has 
been chosen for roadmap creation. Roadmap is by its very nature a tool to conduct 



(26)the organization towards a desirable aim, the strategy addressing the occurrences of 
 the future. 



3  Previous Studies 


When creating a strategic roadmap, it is important to understand the organizational 
 choices and mechanisms which have allowed cyber-attacks to happen by not 


recognizing the organization´s vulnerabilities. The previous studies have been chosen 
 not to study the details of the past attacks but instead the strategic and management 
 level development needs to build an adequate cyber security roadmap covering 
 future needs. 


No results appeared when searching for Finnish studies on cyber security strategy 
 development of critical infrastructure companies. Cyber security in the critical 
 infrastructure is clearly an area requiring more research. Several studies exist about 
 the Finnish national cyber strategy implementation challenges. One of them is 
 presented in this chapter. The research was enlarged to cover cyber security and 
 strategy in general including the protection of critical infrastructure against cyber 
 attacks. Five different studies were chosen where different approaches to cyber 
 security, risk management and implementation of regulation were studied.


Silfversten, Jordan, Martin, Dascalu and Frinking (2020) emphasizes in the study of 
national state-of-art cyber security, the approach to cyber security being typically risk 
management-based instead of managing performance. Measuring and evaluating the 
outcomes would enable the creation of relevant data for decision making and policy 
creation. The evidence for quality and fit for purpose are challenging to find in the 
cyber security sector. Silfversten & al. (2020) recognizes the missing relevant, 
verifiable large-scale data based on which decisions could be made. Defining and 
understanding the cyber security problem including required effective ways to 
handle it, is demanding without data. Since the relevant information about methods 
and data is missing there is a challenge in decision making; on which criterion the 
decisions should be based and how to measure the performance and impact of the 
applied measures. (36.) 



(27)Sallos, Garcia-Perez, Bedford, and Orlando (2019) describe how IT and 


communication technologies have changed the economical possibilities, value 
 creation and enabled new business models since the geographical or temporal 
 restrictions doesn´t apply in the man-made cyber-domain after Kuehl (2009). Yet this 
 reliance on technology is shadowed by vulnerabilities and cyber threats. These 
 threats can endanger the security, sustainability and even the existence of 
 companies. Despite the significant impact of these threats, cyber security is not 
 perceived as a value creator nor as an enabler for monetisation but as a problem 
 which cannot be solved. (Sallos et al. 2019.) 


Sallos et al. (2019) proposes that knowledge would enable effective cybersecurity 
 and risk management. According to Neef (2005), Sallos et al. (2019) state that the 
 company’s ability to manage cyber security risks is linked to its ability to manage 
 relevant knowledge. Julisch (2013), according to Sallos et al. (2019), depicts the 
 relation between limited knowledge and ineffectiveness of a cybersecurity strategy 
 as being witnessed by reliance on intuition, missing security foundations, inadequate 
 governance, or a dependence on generic knowledge of the topic. Cyber security risks 
 should be approached as a phenomenon combining the interaction of people, 


processes, and technology in the context of each company's own ecosystem rather 
 than a domain specific approach. (Ibid.) 


The intellectual capital is the overall knowledge of each person in a company creating 
 value when combined (Dumay 2013; Dumay and Garanina 2013, 21; referenced by 
 Sallos et al. 2019). Intellectual capital consists of information, knowledge, 


experience, intellectual property, and intellectual material. The cyber security risks 
 are materialised from the combination of these elements with each company’s own 
 processes and value creation chains. In this complex interplay of elements, 


approaching cyber security only from a technical perspective is short-sighted. The 
 organizational relational, structural, and human capital should all be considered. The 
 foundation of vulnerabilities and how the perturbations are faced is rising from the 
 history of each organization, the accumulated structures, technologies in use, 
 interaction of systems, relations, and sub-systems. Knowledge is essential when 
 aiming for an effective and efficient cyber security defence. (Kianto et al. 2014; 


referenced by Sallos et al. 2019.) 



(28)According to Sallos et al. (2019) a data breach relies on the different approach to the 
 information between the attacker and the defender. Attackers´ target is to gain 
 information and take advantage of the possible vulnerabilities, while the defender is 
 focused on value maximization. The attacker can put all efforts to one breach while 
 the defender must success in defending against all breaches. The defender´s 


approach can be based on biases, assumptions and ignorance when evaluating the 
 likelihood of a vulnerability and the required defence mechanisms. From the 
 attacker’s point of view, an unsuccessful attack is not a significant cost. This state 
 creates the so-called ecosystem of cybercrime after Kraemer-Mbula et al. (2013)  
 referenced by Sallos et al. (2019) or the underground economy after Thomas et al. 


(2015) referenced by Sallos et al. (2019). 


Sallos et al. (2019) present the misalignment of the defence being caused by the 
 missing link in the organization between the defence responsible and information 
 system failures. These misalignments occur especially in the trade-off between 
 security and accessibility or efficiency. 


In several cyber security strategies and policies, information sharing is seen as a 
 mechanism to mitigate this informational imbalance. Effective information sharing 
 would help the defender correctly align the mitigation initiatives. Studies have 
 proved that approaches favouring operational priorities in detriment of security are 
 favoured. Misaligned initiatives could lead the behaviour of organizations or strategy 
 development in the wrong direction. (Sallos et al., 2019.) 


Sallos et al. (2019) continues and emphasizes that it is both the technical and context 
 dependent local capabilities which are needed to develop cyber security knowledge 
 and situational awareness. Whereas today, when recruiting cyber security ability, the 
 accent is put on the graduation and learned technical skills instead of wide 


understanding of the societal factors, experience, and context dependent 
 understanding. 


Cyber security strategy would benefit from a knowledge-centric approach since the 
strategy is diversely structured. With the knowledge-based approach, cyber security 
would have the ability to create value. (ibid.) 



(29)Vepsäläinen (2017) has studied the future energy sector competence needs. The 
 study presents the competences which will be needed based on the changing 
 political, Socio-cultural, legal, and technological context of the energy sector in 
 Finland. Also, the competences which will be less needed were part of the study. 


In the field of energy production and supply, the future competence needs are the 
 skills for managing larger entities; there are more energy sources, assets, materials, 
 information, technology, logistics, circular economy, legal and regulatory 


requirements and so on. Skills to constitute an overall picture and to combine 
 different contributory factors together are needed. Researchers and developers are 
 also needed for studying the production, storing, buying, and transmitting energy in 
 the changing context where carbon neutrality and renewable energy are 


emphasized. (ibid., 101.) 


With globalization, the energy sector may interconnect to a larger network. Such a 
 network would require increased regulation, contract management skills and so 
 energy sector lawyers will be needed. Together with tightening requirements for the 
 organizations, consumers could be subject to regulations based on their activity in 
 the energy market. (Ibid., 66–67.) 


A comprehensive approach to answer the consumers’ needs will be emphasized 
 instead of deep competence. Flexibility, willingness to server and competence for 
 creating concepts are needed. Vepsäläinen (2017) presents the concept of an energy 
 janitor whose role would be a guide in everyday energy questions. Such a person 
 would know energy technology, has electrical engineering competence, knows the 
 production techniques of the households, has good skills in information technology, 
 IoT and smart grids. Such a janitor can help with the use of devices, has technological 
 skills, energy sector certifications and willingness to serve. (102.) 


Mäkinen (2016) has studied the national cyber strategy implementation program 
 from critical infrastructure point of view. According to Mäkinen (2016) Finland´s 
 cyber strategy implementation program is authority centric. Sector specific 
 implementation programs including critical infrastructure are not published even 
 though Finland was among the first countries to issue a national cyber strategy. 


Mäkinen (2016) also emphasised that the leadership at the national level is missing. 



(30)The cyber strategy implementation program called Kyber 2020 was launched to 
 implement the strategy into action, but participation is not mandatory for the critical 
 infrastructure actors. Many of the critical infrastructure companies are owned by the 
 private sector, therefore there is a need to increase cooperation between private 
 and public sectors. Two examples of a successful collaboration are presented and 
 recommended, the operating models of Estonia and the Netherlands. Finally, 


Mäkinen (2016) proposes a cyber security evaluation framework to be implemented 
 including key performance indicators (later KPI) and logic modules familiar from 
 program management to evaluate the outcome of the Kyber 2020 program. The 
 European Union Agency for Cybersecurity (later ENISA) also recommends these tools 
 to be used when evaluating each nation´s cyber security strategy. 


Pullinen´s (2012) thesis approach to the cyber security is technical. He has studied 
 how to protect the critical information systems against cyber attacks.  Even though 
 the management, strategy and cyber security risks are not in the focus, Pullinen 
 (2012) describes a threat modelling example and states that needed resources 
 should be given in information system projects to carry out threat modelling, 
 especially in mission critical systems. Threat modelling would allow us to recognise 
 the possible attack vectors based on which needed defence mechanisms could be 
 correctly adjusted. Pullinen (2012) recognises that the threat modelling being not 
 widely used, there are no research data available concerning the possible positive 
 impact of threat modelling on the level of information system´s security. 



Synthesis of the Previous Studies 


Sallos et al. research recognises that even though cyber security is approached as an 
organizational question, it has a significant societal impact. The research reveals a 
possible foundation of a successful cyber security culture; the intellectual capital of 
each employee combined into a companywide common knowledge of the threats 
and the vulnerabilities. The knowledge-based approach would empower the whole 
organization to identify the risks continuously instead of top-down risk management 
activities taking place less often. Finnish National Agency of Education´s research of 
future competencies reveals the need for energy generalists and confirms the need 
for a knowledge-based approach. 



(31)Mäkinen´s thesis reveals the missing mandatory participation obligation in national 
 program for the critical infrastructure actors. Voluntariness could lead to situations 
 where the organizations who would benefit the most from help and guidance will not 
 take part due to missing resources. Critical infrastructure´s interdependency is 


important, and each actor’s cyber security practises should follow a common 
 baseline. A framework proposed by Mäkinen could be extended to the organization 
 level to create an exact situational picture of the cyber security maturity of each 
 critical infrastructure organization. Finnish National Cyber Security Centre (2020) has 
 recently launched a maturity evaluation tool called Kybermittari [Cyber meter] which 
 could enable an independent and reliable baseline for the development needs. 


Threat modelling requires both the information system functional and technical 
 knowledge. One of the reasons why threat modelling may not be widespread and not 
 part of every project could be the misunderstanding that cyber security is a 


combination of technical and business knowledge. An effective threat modelling 
 would require several parties, the business operations responsible, architects, 
 technical security responsible, software developers and system owner to sit in the 
 same table and go through the use cases, threats, and to name the risks together. 


The previous studies are covering the topic of cyber security strategy implementation 
 at national or independent of sector while this thesis is approaching cyber security 
 from the DSO perspective. General principles of cyber and information security are 
 generic, but specific sectors have its specificities, especially national critical 


infrastructure whose failures to prevent and recover from cyber-attacks would affect 
 the whole society. 


The tactics, technics, and procedures (later TTPs) of the attackers are important to 
 analyze in detail to learn from the occurred attacks and about adversaries. Author´s 
 personal experience has showed that case examples of past occurrences are 


unbeatable in the awareness training. Although important, this thesis is not taking a 
deep dive in the past occurrences´ details, even if they give an excellent view of the 
evolution of the attacks but concentrates on management and strategic level actions 
to reach an economic, effective, efficient, and good-enough cyber security culture. 



(32)
4  Cyber and Information Security 


Cyber security is a state where cyber space can be trusted, and the functioning of 
 cyber space is secured. Cyber security includes the required actions to anticipate and 
 resist different threats and their consequences. Information security threats are 
 causing disturbances in cyber space. Information security is a key element alongside 
 measures taken to ensure the continuity of the operations of the physical world in 
 case of disturbances. Information security is the confidentiality, integrity, and 
 availability (later CIA) of the information while cyber security is the security of the 
 digital interconnected world´s operations. (The Security Committee 2018, 31.) 
 Information security is how the CIA of the information is guaranteed. Confidentiality 
 means that information is neither available nor published to entities which are not 
 entitled to use the information. Integrity means that the data is not altered during 
 creation, being at rest, use or transfer. Availability means that entities have access to 
 the data which is meant to be accessed by them at the right time. 


Information security measures are e.g., physical access control and locking system, 
 safe document handling and disposal, encryption of data, use of certificates, 
 firewalls, antimalware software and backups. Securing the data, data 


communications, hardware, software, and information systems are included in 
 information security. Information security can also be referred to as a state where 
 information security risks are controlled. (Ibid., 15.) 


Cyber space is a place where electronic and electromagnetic spectrums are used to 
 alter, transfer and store data in one or several digital information systems. Cyber 
 space includes the physical structure needed to process data. Examples of cyber 
 space are banking and payment systems, logistics of food supply, traffic, and nuclear 
 power plant control systems. (Ibid., 21.) 


According to Limnéll, Majewski, Salminen, and Samani (2015), humans are at the 
center of the cyber security and human element is always present; artificial world of 
bits and bytes is created by humans. No cyber security breaches have occurred 
without human’s willingness to act. Cyber security is protection and a way to ensure 
that we can trust the functionality of the digital world. Dynamic is the word that 



(33)describes the cyber world the best. There is no time nor geographic boundaries, and 
 this world is global and real 24x7x365. The physical world of atoms and cyber world 
 are intricately connected and in constant interaction. Operations in the physical 
 world are dependent on the cyber world. A disruption in the cyber world will affect 
 the physical world. (16, 29–30, 38–49, 76.) 


Many companies refer to information security when talking about securing the data 
 capital of the company even if cyber security would be a more proper term. Cyber 
 security should be a concept that is wider than information security or network 
 security. It requires constant situational awareness, dynamic security measures, 
 collaboration, and continual development of security culture. (Ibid., 19–20, 54.) 
 Cyber security is a company’s strategic choice and goals must be set at a strategic 
 level. Strategic level answers the questions why and what. These goals are then 
 realized at the technical level, but the technical level should not be the goal-setter. 


Technical level answers the question how. (Ibid., 79.) 


Cyber security cannot be limited only to the company’s own processes. The whole 
 stakeholder network must be included. For example, a third party’s system may 
 enable unauthorized access to an organization’s confidential information. To ensure 
 that security is a key foundation towards a company’s future, traditional security 
 solutions are a good starting point, but they are sufficient only until a certain point. 


Cyber security demands a broader point of view. Cyber security measures should be 
 considered in every organization since they would enable continuation of operations 
 in situations where society’s shared infrastructure collapses. To realize this goal the 
 organization must have in place shared standards, practices, controls, reporting, 
 situational awareness, and disruption management. (Ibid., 55–57.) 


The cyber world is not only about threats and risks. Cyber security should also be an 
 enabler for the company’s possibilities and innovations. (Ibid., 85.) Cyber security 
 should therefore be a constantly ongoing process that enables exploitation of the 
 cyber world’s opportunities in different areas of the company’s actual business 
 context and in search of new business areas (Ibid., 101). 


Definition of Martin, Rashid, Chivers, Danezis, Schneider and Lupu (2019) extend the 
definition of cyber security in 19 different knowledge areas presented in Figure 4. 



(34)Cyberspace can be defined as a place where humans are communicating, business 
 and art is made, and relationships are developed. Cybercrime, terrorism, and war 
 may occur in this place. Interruptions may have impacts both in real and virtual 
 worlds. (3–4.)  


Figure 4. Cyber Security Knowledge Areas by CyBOK (Martin et al. 2019, 4.) 


4.1.1  Information Security Management System 


The purpose of an ISMS is to protect organization’s information assets and assure the  
 business objective fullfillement. The ISMS is approached from the risk management 
 point of view. Depending on the sector and the size of the organization, there might 
 be regulatory, legal, or contractual requirements which apply to the organization. 


Smaller organizations which do not work with personal of confidential data usually 
 do not need a sophisticated ISMS. In these organizations information security risks 
 can be assessed as a part of a company’s risk management process. (ENISA n.d.) 


The most important in developing an ISMS is the management’s and stakeholder’s 
understanding of prevalent information security risks and the need for protecting 
organization’s information. After the commitment of the management and 



(35)stakeholders, the key elements are to setting up the necessary organizational roles 
 and responsibilities, the people. ISMS development requires administrative people 
 and technical knowledge for implementation to succeed. (Flyktman 2016, 36–37.) 
 4.1.2  ISO/IEC 27001 ISMS Framework 


ISO/IEC 27001 is an international standard describing the requirements for an 
 information security management system. The standard consists of mandatory 
 clauses, which are 


4. Context of the organization, 
 5. Leadership, 


6.  Planning, 
 7.  Support, 
 8.  Operation, 


9. Performance evaluation, and 


10. Improvements. (ISO/IEC 27001:2017, 29.) 


In addition to the clauses, the standard includes annex A, a set of 114 controls the 
 organization should implement. The implementation of all these controls is not 
 mandatory, organizations should identify the necessary controls. 


The ISO/IEC 27001 is part of the ISO/IEC 27000 standard family which includes 
 standards setting the requirements and standards supplying guidance for the 
 implementation and continuous development of the implemented ISMS. As 
 presented in Figure 5, there are three standards setting the requirement: 


beforementioned ISO/IEC 27001, ISO/IEC 27006 requirements for the auditors who 
are certifying the ISO/IEC 27001 conformity and ISO/IEC 27009 for sector-specific 
implementation requirements for the ISO/IEC 27001. In the sector specific guidance 
energy sector specific standard ISO/IEC 27019 supplies guidance for the information 
security controls for the energy utility industry. In addition to the requirements, the 
family includes several standards to help in the implementation process. These 
standards consist of the best practices for implementing the requirements and 
controls. (ISO/IEC 27000:2020, 18–20, 24.) 



(36)Figure 5. ISMS standard family (ISO/IEC 27000:2020, 19.) 


A step-by-step implementation of an ISMS in described in Figure 6. After the 
 management´s commitment and decision to implement an ISMS, the first step is to 
 define the ISMS´ scope. ISMS can be applied first in a smaller part of the 


organization, for example the IT department. Next, the inventory of the information 
 assets should be conducted. When the assets are known, the risks threatening the 
 assets can be named, evaluated and a risk treatment plan created. Statement of 
 applicability (later SoA) is a mandatory document which describes the state of the 
 controls of annex A supplemented with the regulatory and contractual requirements. 


Internal audits are mandatory. When all these steps are finalised and the 


requirements of the standard´s clauses 4–10 are fulfilled, the organization is ready 
for a pre-assessment and finally, after possible corrective actions, to certify the 
compliance. After the certification is achieved, the continuous development of the 
ISMS starts.  



(37)Figure 6. Step-by-step implementation of ISO/IEC 27001 (ISO27k toolkit n.d.) 


4.1.3  NIST Cybersecurity Framework 


The United States National Institute of Standards and Technology (later NIST) 
 cybersecurity framework was issued in 2014. The NIST framework deepens the 
 ISO27001 approach of people, processes, and technology to include governance, 
 management, procedures, policies, supply chain management and training. The 
 framework was created as a response to an executive order of United States´ former 
 president Barack Obama to develop voluntarily a cybersecurity framework aiming to 
 protect critical infrastructure. The approach is based on risks and cost-effectiveness. 


(Vacca 2017, 7.) 


The framework is divided into three parts, the core, tiers of implementation, and 
profile. The core includes a set of outcomes and activities separated into five 
categories, each of which has sub-categories described in Figure 7. These security 
function categories are identify, protect, detect, respond, and recover. Tiers of 
implementation supplies context for cyber risk management and guides the 
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