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                    The Azure cloud platform currently hosts plenty of APIs which were developed in Tieto to 
 test the feasibility of the mobile application. These include APIs dealing with unit (see figure 
 3), user and order details. The APIs can currently be used for basic tasks such as retrieving 
 details of users, orders and units, but also for more complex ones such as moving units from 
 order to order. The pre-existing APIs are not part of this thesis as such, but they are used as 
 examples to help design the management. The APIs are documented using Swagger which 
 allows  users  to  experiment  with  the  APIs  and  provides  the  request  endpoint,  parameters, 
 result and response codes. There is, however, no way for API developers to properly manage 
 or monitor the APIs. The basic components of an API management platform are included in 
 the  design  (see  chapter  2.3  API  management).  These  include  the  runtime,  gateway, 
 management, developer portal and developer tools components which allow users to monitor 
 traffic, set security policies, and discover and deploy new APIs among other activities. 


In Tieto, the API management process starts with defining the API strategy. Definition of 
 API  management  setup  and  platform  setup  follow  along  with  defining  API  management 
 policies  and  security  related  issues.  As  Moilanen  et  al.  (2018)  put  it,  the  needs  of  the 
 customer should be defined  first:  What  customer needs  does  the  API fulfill? Similarly, it 
 should  be  defined  what  customer  needs  does  API  management  fulfill.  In  regard  to  API 
 management, it is a platform which allows customers to discover, manage and monitor APIs. 


Without API management, customers can face difficulties in everyday API activities such 
as generating usage data or setting security policies. 
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 Figure 3.  Sample unit APIs 


API strategy can consist of practical matters such as naming conventions and versioning but 
 also the planned setup for the management platform and the goals that are set to be achieved 
 using the setup. API strategy definition is done by considering stakeholder needs and desired 
 business outcomes (MuleSoft, 2019). For example, it is decided which components of API 
 management platform to deploy and what benefits they bring to stakeholders and customers. 


The  business  needs  are  not  further  considered  in  this  study  but  rather  the  focus  is  on 
 stakeholder  needs.  Naming  conventions  affect  application  and  API  developers.  Uniform 
 naming  eases  learnability  and  discoverability  of  APIs.  Literature  chapter  (chapter  2) 
 identified  many  naming  conventions  which  should  be  followed  in  the  API  management 
 platform design. The conventions concern the capitalization, logical structure and the usage 
 of special characters and words in method, endpoint, API and version names. 


The  high-level  API  structure  is  defined  in  a  way  that  makes  it  easy  to  understand  for  all 
related stakeholders. In Tieto’s case, the company maintains many separate software systems 
which all may require back-end services to  be published as APIs. These  include separate 
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ERP systems and other predictive software systems. Some of the systems are fully managed 
 by Tieto (internal) and others are only partly managed inside Tieto premises (external). It is 
 likely that the services of these systems need to be called using mobile devices. Mixing all 
 of these under one API is to be avoided as the structure can get very messy and difficult to 
 comprehend when more and more systems are being added. The structure should follow the 
 division of main functionalities in the ERP system. For a structure proposition, see figure 4. 


The  source  code  is  similarly  divided  into  main  and  sub  functionalities  in  the  Azure 
 repository. 


Figure 4.  API structure proposition 


The company level is the whole Microsoft Azure platform which contains several projects 
and  their  source  codes  which  all  belong  to  the  same  customer  company.  The  projects  in 
Azure form the software system level where each software system has its dedicated project. 
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The software systems are further divided into main and sub functionalities. The ERP system 
 in  this  study  (“ERP  1”  in  fig.  4)  is  given  as  an  example.  The  repository  folder  structure 
 supports the structure of the ERP. The structure of APIs and API management is similarly 
 divided into different levels. Azure API management is deployed in the company level in 
 Microsoft  Azure  platform.  Instances  of  API  management  platform  components  can  be 
 deployed for each software system separately. In other words, one component, e.g. developer 
 portal, for each software system. Finally, the API management platform components should 
 be divided based on system functionalities where feasible. For example, the developer portal 
 should have a structure where all main functionalities have their own section, so the structure 
 is  familiar  to  developers.  API  source  code  folder  structure  should  be  similar  to  the  ERP 
 repository structure. 


API  management  platform  setup  consists  of  the  different  API  management  platform 
 components. The parts that are deployed are to be selected based on their implications. For 
 example,  developer  portal  supports  the  discoverability  and  learnability  of  the  APIs. 


Developer portal is selected as part of the setup if these quality attributes are considered as 
 important. Omitting developer portal may consequently limit developers’ ability to discover 
 needed APIs, thus prolonging development time. Similarly, gateway component has many 
 important roles in runtime management and should be included in the management setup. 


API developer tools can facilitate development by providing tools for automating some of 
the  developer  tasks  such  as  code  generation,  testing  and  documenting.  API  management 
component supports version management, change management, cataloging and publishing 
APIs. Additionally, it can be used to create the API structure by grouping related APIs to 
packages to which developers can subscribe. Analytics component is not necessary in the 
setup at first but can be added later if needed. In conclusion, the API management platform 
setup  for  the  ERP  system  would  consist  of  developer  portal,  gateway,  management 
component and developer tools. This set of components supports the activities listed in the 
API management framework: Design, version management, documentation, testing, runtime 
management, release management and naming. An example of the whole API management 
structure for the ERP system can be found in figure 5. The structure contains some of the 
currently implemented sample APIs to demonstrate the distribution of APIs inside the API 
management platform. 
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Figure 5.  Example API management structure for the ERP system 
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5  RESULTS 


Literature  review  on  API  management  included  three  main  topics:  APIs  in  general,  API 
 design and API management. First part of the review focused on APIs in general finding out 
 the definition of APIs and why they are so prevalent today. It also shed some light on the 
 purpose and benefits of APIs. API design chapter discussed the main quality attributes that 
 are  often  linked  to  good  API  design.  Identified  quality  attributes  were  usability,  power, 
 consistency, discoverability, learnability, simplicity and efficiency. Some ways to achieve 
 the attributes through design were also proposed in the form of best practices, design patterns 
 and antipatterns. 


The  process  of  designing  APIs  was  explained  as  starting  from  the  stakeholders  and  their 
 needs and creating a strategy and use cases based on the needs. The definition of the API 
 was important to get done early in the process. The proposed communication protocol was 
 HTTP  and  transport  language  JSON.  It  was  suggested  to  use  the  REST  principles  when 
 designing APIs. These were described in the Richardson maturity model as resources, HTTP 
 verbs and hypermedia. The design chapter also introduced some API specification languages 
 along with open source tools to automate code generation, design, document, visualize and 
 test. It was suggested to create a design guide inside a company to agree on design practices 
 such as naming and versioning. The implementation of machine-readable API specification 
 was strongly suggested to facilitate API management solutions. API management chapter 
 explained the structure of API management platforms which consist of different components 
 such  as  analytics,  gateway,  developer  portal  and  developer  tools.  The  purpose  of  each 
 component was discussed in more detail. The qualities of a good API management platform 
 were mentioned. Finally, versioning, testing, naming and documentation were explained. 


The literature review was used to create a framework for API management. The framework 
 introduced and clarified different processes of API management. The purpose was to provide 
 guidelines on how to execute each process of API management. The framework was put into 
 practice  by  applying  its  guidelines  to  design  proposals  for  an  API  and  API  management. 


These designs attempted to reflect the best practices while also considering the context of 
the thesis, i.e. a large enterprise resource planning system. 
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In  conclusion,  APIs  should  be  designed  based  on  stakeholder  needs.  The  needs  can  be 
refined into a set of quality attributes with different priorities. The quality attributes can then 
be  realized  in  the  design  by  utilizing  design  patterns  and  best  practices.  APIs  should  be 
managed  using  the  components  of  an  API  platform.  Each  component  has  different  set  of 
features which contribute to the success of the management as a whole. Maintaining up to 
date APIs requires careful upfront design but also well-defined version, runtime and release 
management. In addition, the documentation, both human- and machine-readable, should be 
created  and  updated  regularly.  Style  and  design  guides  should  be  introduced  within  the 
company to define versioning strategy and the ways in which new endpoints, resources and 
methods  are  created  and  named.  The  design  guide  should  also  include  details  on  which 
HTTP verbs are used and for what purpose. Managing changes to APIs should be done using 
a  change  management  process.  The  process  should  define  how  backwards  incompatible 
changes are handled.  For example,  how version  deprecation warnings are distributed and 
how far back old versions are supported. 
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6  DISCUSSION AND CONCLUSIONS 


The goal of this study was to find information on API management and design and to use 
 that information to create a proposal on how to manage APIs in the context of large ERP 
 system. The study was divided into literature review, framework implementation and design 
 parts. A literature review was conducted to find best practices on how to design and manage 
 APIs. Some best  practices  by different  authors  were found  and introduced. The literature 
 review provides quite good high-level understanding of the topic. The API design process 
 and the structure of an API management platform are especially interesting from the thesis’ 


point of view. Some of the best practices that were identified are very helpful in the design 
 of APIs and API management. The findings from the literature review were used to create a 
 small  framework  for  API  management.  The  framework  contains  guidelines  on  how  to 
 implement different aspects of API management. With the help of the framework, a 
 high-level API and API management designs were proposed.  


The study evidences that the literature along with the implemented framework could be used 
 to produce tentative design for API management. Material from the study can be later used 
 in  the company  to  implement APIs and API management.  It can be useful, especially,  in 
 providing the high-level guidelines, but also some very practical advice. The study reached 
 its goal to find information on API management, and thus can be considered a success. The 
 framework and design part of the study could’ve been  more detailed. However,  both are 
 quite large topics, and further studies can be done on them individually. These studies are 
 left for future research. 


Based on the framework, designs for an example API and API management were proposed. 


The quality of these designs is not assessed in the study. The quality is based on the quality 
of the literature which was reviewed in the study. Future research can be done on assessing 
the  quality  of  the  framework,  designs,  and  possible  implementation  of  APIs  and  API 
management based on the guidelines that were introduced in this study. API security and 
related security protocols were not included in the study and are a topic of future research. 
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